
JD for Network Engineer/Administrator 

➢ Configure and support switches, routers, firewalls, VoIP devices and internet connections. 

➢ Administer and patch management on the network devices. 

➢ Expert in Firewall Management 

➢ Anticipate communication and network problems and implement preventive measures. 

➢ Troubleshoot networks, systems, and applications to identify and correct malfunctions and 
other operational difficulties. 

➢ Install and configure ethernet networks, network cabling, and other related equipment, 
devices, and systems. 

➢ Maximizing network performance by monitoring performance, troubleshooting network 
problems, schedule upgrades and collaborate with the rest of the CTS team and stake holders. 

➢ Investigate end user/datacentre problems based on tickets raised, identify their source, 
determine possible solutions, test and implement solutions, document for future reference. 

➢ Identify utilization patterns and their effect on operation/system availability and performance 
expectations. 

➢ Ensure timely notification of maintenance requirements and effects on system availability. 

➢ Managing routers and layer 3 & layer 2 switches, ILL, ELL line etc. 

➢ Create network connectivity diagrams and other documentation of like network environments 
for internal use. 

➢ Incident management during critical events that impact the network, including internal and 
external communications, team coordination of repair and then root cause analysis efforts. 

➢ Performance analysis and optimization. 

➢ Communicate effectively with internal audiences with varying levels of technical expertise. 

➢ Manage all the Network service-affecting issues. 

➢ Troubleshoot, isolate and correct service-affecting issues on the network in areas including 

but not limited to routing protocols, routers, switches, firewall administration, MPLS, BGP, 

VPN, load balancing. 

➢ Plan, schedule, and implement network maintenance activities which include software 
upgrades, hardware replacement and network infrastructure augments/changes. 

➢ As needed, implement approved routing policy changes/corrections to mitigate points of 

traffic congestion on the network due to planned or unplanned incidents. 

➢ Work with network infrastructure/service providers to identify and correct causes of circuit 

disruption. 

➢ Work with hardware vendors to determine causes of device failure/issues. 

➢ Multi-vendor product knowledge (Cisco, Nexus, Extreme ) 

Desired Candidate Profile 

Qualification : BE/B.Tech or above 

3-7 years of Network experience is required. 

CCNA/ Equivalent certification is Must 

Skills and Abilities: 

➢ Network Administration-Network Monitoring-Configuration of Router & Switches. 

➢ Overall 3+ years of experience in maintaining and managing Networks platforms. 

➢ Configure Sophos XG firewalls, setup and trouble shoot issues related to VPN connectivity. 

➢ Experience in managing Matrix IP Phone controller and Gateway and IP Phones 

➢ Should have good experiencing in configuring and managing VLANs, QoS and network 
security. 

➢ Should have strong work experience in IP subnetting. 

➢ Solid knowledge of LAN/WAN configurations and CAT cabling. 

➢ Should be strong at configuring and troubleshooting LAN switches, routers and firewalls. 


